Announcements

* Website: ¢sb9bg.lockshaw.10
* Challenge Expectations

* Remaining Course Overview



Heap Exploitation



The Heap

malloc, free

High address

random brk offset

Executable
Low address

<€~ 0X00000000

<€— OXFFFFFFFF




Heap Goals

* Fast
* Fragmentation
* Thread Safety

* Space-Efficient



Chunk Layout

In-use Chunk

mchunkptr A = Allocated Arena
M= Mmap'd
returned P = prev in use

by malloc

Free Chunk

mchunkptr A = Allocated Arena
M= Mmapd
P= prev in use

bLL.

BCRC

bk nextsize | large chunks only

pxex size same as size



Bins

Fastbins
Smallbins

* Largebins

Unsorted Bin

* Tcache

Free, Unsorted, Small, and Large Bin Chains

mutex

fastbins] ]

nextfre

Large Bin "Next Size" Chains

size=132

e B —
| fd nextsize | ‘---.
bk nextsize

entries [ |

tcache_count (TCACHE_FILL_COUNT)

tcache_bins (TCACHE_MAX_BINS)




Breaking the Heap

* Goal:

* Arbitrary write

* General Strategy:
* Corrupt Next (fd), Prev (bk) pointers
* Corrupt Size header



Use After Free (UAF)

1 #include <stdlib.h>
2 #include <stdio.h>
3

4 int main() {

5 void *a = malloc(@x50);
6  fgets(a, @x50, stdin);
7 free(a);

8 I fgets(a, @x50, stdin);
9 void *b = malloc(@x50);
1@  void *c = malloc(@x50);
11 fgets(c, ox50, stdin);

13 return;



Heap Overtlow

1 #include <stdlib.h>
2 #include <stdio.h>
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16 }

int main() {

void *a = malloc(@x50);
void *b = malloc(@x50);
void *c = malloc(@x50);
free(b);
free(c);
gets(a)]

void *d = malloc(@x50);
void *e = malloc(@x50);
fgets(c, ©x50, stdin);

return;



Forging Chunks

1 #include <stdlib.h>
2 #include <stdio.h>

int main() {
void *a = malloc(@x1ee9);
printf("%p", a);
fgets(a, 0x1ee0, stdin);
void *x;
scanf("%p", &x);

10 [free(x);
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12 void *b = malloc(@x50);
12 void *c = malloc(@x50);
14  fgets(c, ox50, stdin);
15

16 return;

17 }

18



Now What?

o malloc hook

* free hook
e GOT
e FTLE *

* Any other function poilinters



Tools

* Pwngdb (link on website)



