Announcements

* Keeping Up with Challenges
* Sharing Flags
e HITCON

* Class Change of Location



Stack—-Rased
Fxploitation




FExploitation

* What’s the goal?
* Code execution

* Memory Corruption

* Changing values 1n memory you’re not supposed to
change

e cat flag.txt



The Stack

high address

long myfunc(long a, long b, long c, long d, REP + 24

long e, long f, long g, long h)

REP + 16

REP + 8

long xx = a* b *c*d*e* f *g* h;

REP
long yy a+b+c+d+e+f+ g+ h;
long zz utilfunc(xx, yy, xx % yy);
return zz + 20;

REP - 8

REP - 16

REP - 24 RSP

| rad Zone”

|..:" 1!';-EI I.;"'r.l':"-.
low address ‘ 28 bytes

https://eli.thegreenplace.net/2011/09/06/stack-frame-layout-on-x86-64



Buffer Overflow

m Buffer Overflow
void func (Stack)

char buf

buffer[10] = buffer[10]
read (0, buf, 20 ‘

return address irn address »
‘ NOP
main() main() mairy}

int main

func main

local variables local variables local variables «ncal variables

return

https://www.acunetix.com/blog/web-security-zone/what-is-buffer-overflow/



Ex
ample!



Mitigation Techniques

* ASLR
A\ D¢
e Stack Canary



n Buffer Overflow
(Stack)

buffer[10] ' buffer[10] buffer[10]

return address return address

main() main() main()

local variables local variables local variables

rand () ——




Bypassing ASLR

http://security.cs.rpi.edu/courses/binexp-spring2015/lectures/5/04 lecture.pdf



NX

UX0O0U0VO00TOUO00T4S OXOO0V00O0U0TOYOusd K UxX4

GNU_STACK 9x0000000000000000 0xX00000000000LB000 Bx0000000200000000
9x0000000000000000 0x0000000000000000 RWE 0x10

GNIL RFI RN AvRaananfanann)ann AvaRdnaAAAAAAN 00 AvARRAAANDAAAAR AR
UVAUDUUUUUUUUUUUUT %% UAU{IUUUUUUUUUUUUJ"" n A

GNU_STACK 0x0000000000000000 OxX000000VLORROLRVBE Ox000BLROVLLRC0D
0x0000000000000008 0x0000000000RC00E8 RW ex1e

<Al DEI DN QOuONDADOAAAAAAATAAD AvAAAOOAAALOAAALIAAD AvAAAAAAAAAAAAIAAQ

m Buffer Overflow
(Stack)

buffer[10] : buffer[10] buffer[10]

return address return address

main() main()

main()

local variables local variables local variables




From RPISEC’Ss

Course Terminology

e Return Oriented Programming

e A technique in exploitation to reuse existing code
gadgets in a target binary as a method to bypass DEP
e Also known as ROP

e Gadget
e A sequence of meaningful instructions typically followed
by a return instruction
e Usually multiple gadgets are chained together to
compute malicious actions like shellcode does
e These chains are called ROP Chains
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Relevant Quotes

“Preventing the introduction of malicious
code is not enough to prevent the
execution of malicious computations”

-Dino Dai Zovi

MBE - 03/10/15 DEP & ROP



Gadgets

e ROP Chains are made up of gadgets

e Example gadgets -

Xor
ret

pop
pop
ret

add
ret

eax, eax
ebx
eax
eax, ebx

MBE - 03/10/15
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S ropgadget --binary /bin/ bash

sub Ji1s862]

{ svar 84

0x080d2262
0x080ac337
0x080d02b8
0x080ccl7S
0x0808b728
0x080bcé610
0x0812b059
O0x0811a06d
Ox080fcc4d
Ox080fcbéc
0x080a395b
0x080d6e71
0x08072090
Ox0808b72a
Ox080861bd
O0x08070246
0x08075as8
Ox080£8877
Ox080f3a88

Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor
Xor

ebx,
ecx,
ecx,
ecx,
ecx,
edi,
edi,
edx,
edx,
edx,
edx,
edx,
edx,
edx,
edx,
edx,
edx,
esi,

xreleasse

Unique gadgets found:
lacturefwarzone:/levels$ l

ebx ; mov esi, edi ; jmp O
dword ptr [ecx + 0x448b240

ecx ; cmp dword ptr [edx],
ecXx ; mov eax, edx ; pop e
€CX ; Xor edx, edx ; mov e
edi ; pop €bx ; mov eax, €
edx ; jmp dword ptr [ebx])

edi ; jmp dword ptr [eax])

edx ; add esp, 0x14 ; pop

edx ; add esp, Oxc ; pop ¢
edx ; call Ox80a2879

edx

edx ; mov dword ptr [eax +
edx ; mov eax, €s3i ; call

edx ; pop &bx ; pop esi ;

edx ; pop esi ; pop edi ;

edx ; pop esi ; pop edi ;

Ox89cO85ff ; ret
; mov dword ptr [esp], esi

15840

x80d227d

4] ; and al, Oxc ; call eax

Ox2e ; je 0Ox80d02f1
bx ; mov edx, ecx ;

esi ; pop edi ; pop ebp
si ; pop edi ; pop ebp

cmp eax, Ox16 ; setne dl ; jmp Ox80d€eS3

8), edx ; add esp,
Ox8087956

ret

pop ebp ; ret

ret

; call Ox80efd4é

pop es=i
ax, esi ; call OxB8087958

di ; pop esi ; pop edi

ecx ; ret

pop edi ; ret

pop ebp ; ret

pop ebx ; ret

MBE - 03/10/15
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Understanding ROP

e |tis almost always possible to create a logically equivalent
ROP chain for a given piece of shellcode

exit(") - shellcode

exit(0) - ROP chain

xor eax, eax xor eax, eax
xor  ebx, ebx it TR Bnccunci
inc eax xor ebx, ebx
: . ret |
int 73 ¢4 Y . 1 4. .
inc eax
ret
int Ax80
MBE - 03/10/15 DEP & ROP 29



Understanding ROP

=1

exit(0) - ROP chain

xor eax, eax

ret

”ibF””””éﬁi;”éBi ..............
ret

”iﬁém”””éék .........................
ret

tl g e

MBE - 03/10/15 DEP & ROP
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Understanding ROP

e
A B
exit(0) - ROP chain P | )2
- ~
! Q
xor eax, eax 4P / =
ret N
xor ebx, ebx ig
Pt g
inc eax ;
ret :
int 0x80 E
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Understanding ROP

N\ =
exit(0) - ROP chain - ESP :‘3
Xor eax, eax i/ §T
ret P @'§
ey e S i i
N, . T £
inc eax 5
ret §
s e r—— i
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Understanding ROP

exit(0) - ROP chain

xor eax, eax S i
ret g
................................................. P
xor ebx, ebx dmgiRm— e
I |
(o]
L 3
| R o

inc eax |

ret 5

int 0x80 E

MBE - 03/10/15 DEP & ROP e 33
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Understanding ROP

exit()) - ROP chain

\\:m
"\
: O
:;>g.
Xor eax, eax ——— i/ =
ret An
xor ebx, ebx -
ret B sg
................................................. : o
inc eax ;
ret :
int Ox80 E

MBE - 03/10/15 DEP & ROP : 34



Understanding ROP

exit(0) - ROP chain
xor eax, eax §
ret m—gGf—) o
e e i
et £
inc eax P L
ret
int ox88 §

MBE - 03/10/15 DEP & ROP = 35
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Understanding ROP

exit(0) - ROP chain §
xor eax, eax §
ret V—EOP—  J
xor ebx, ebx § §
Pt e £
inc eax |
ret S :
int  ©Ox80 §
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Understanding ROP

e
X B
exit()) - ROP chain &
: o o
xor eax, eax L/ S
ret g
................................................. Y
xor ebx, ebx o OESP ¢
(e
lec 31 (e
R =
inc eax |
ret ;
int Ox80 P E
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Understanding ROP

exit()) - ROP chain

Xor eax, eax

-------------------------------------------------

Ymodo xoeis

X
O
g
1)
o
X
-

M
o
X

. - - - e e, -t ——-—-—————
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Bypassing DEP with ROP

e We called exit(’) without using any sort of shellcode!

e With that said, writing ROP can be difficult and you will
usually have to get creative with what gadgets you find

MBE - 03/10/15 DEP & ROP
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Stack Canary

*E* stack smashlng detected ***: <unknnwn> terminated
Aborted (core dumped)

n Buffer Overflow
(Stack)

buffer[10]

rand () —

main()

Acal variables

local variables




Bypassing Stack Canary

Binclude <stdio.h>

#define BUFSIZE 256

char buf[BUFSIZE];

1

2

3

4

5 void dothething() {
6

7 fgets(buf, BUFSIZE, stdin);
8

9

printf(buf);
10 }

12 int main() {
12 dothething();
14 }

-
Ox%lx Ox%lx Ox%lx Ox%Llx Ox%lx Ox%lx Ox%lx Ox%lx Ox%BIx Ox%lx Ox%BUIx Ox%Lx Ox%Ix Ox%BIx Ox%BLx Ox%lx Ox%Ix Ox%lx Ox%Lx Ox%1x Ox%Ix OxBLx Ox%Lx Ox%lx Ox%l
X Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%lx Ox%Llx Ox%lx Ox
Blx Ox%lx Ox%lx Ox%lx Ox%lx

Ox7ffff7fb38d0 Ox7fffffffe650 Oxfbad2288 Ox0 Ox7ffff7fb8500 Ox783020786c257830 0x6c25783020786¢c25 Ox20786c2578302078 0x783020786c257830 Ox6c25783020
786¢c25 0x20786c2578302078 Ox783020786¢c257830 0x6c25783020786c25 0x20786c2578302078 0x783020786c257830 0x6¢c25783020786¢c25 0x20786c2578302078 0x783020
786c257830 0x6c25783020786c25 0x20786c2578302078 ©x783020786c257830 Ox6c25783020786¢c25 0Ox20786c2578302078 0x783020786c257830 Ox6c25783020786c25 Ox20
7862578302078 0x783020786¢c257830 0x6c25783020786¢c25 0x20786c2578302078 0x783020786c257830 0Ox6c25783020786¢25 Ox20786c2578302078 0x783020786¢257830
0x6c25783020786¢25 0x20786c2578302078 0x783020786c257830 0x25783020786c25 Ox7ffff7fed530 Ox5024d156da587700 ox7fffffffe780 ©x5555555551d6 Ox7fffffff
e860 Ox[Inferior 1 (process 2218) exited normally]



GOT & PLT

If we don’t know where libraries will be loaded
at, how do we know the addresses of their
functions?

The GOT! (Global Offset Table)

A giant table of function polnters..




Things to Watch Out For

* Lazy Loading
e RELRO



